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Social Engineering
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Questions and comments
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Full detailed Annual Report 

available at lawpro.ca/annualreport

Who we cover

31,000 insureds in primary program 

21,000 who have retired left practice 

1,700 firms with Excess insurance
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Fraud Continues to be on the Rise

Phishing

Bad Cheque Frauds

Wire Frauds

Real Estate Scams

Corporate Frauds

Internal Frauds

Cybercrime

Social Engineering

What is 
Social 
Engineering?
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It is the use of deception or manipulation to coerce 

you or your staff into divulging or transferring 

personal or confidential information or property.

This includes, but is not limited to, actions by 

another party that intentionally induce a lawyer or 

their staff to transfer funds or assets to the wrong 

party or account.
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Humancharacteristics
ContributetoRisks

• Greed

• Trust

• Fear

• Ignorance

• Curiosity

• Laziness

• Anger

Science of Social engineering – technics used by criminals to

manipulate you!

2024 LAWPRO Policy Update – Social Engineering Toolkit
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What is the 
social 
engineering 
fraud sublimit?

Losses related to social engineering are covered to 

a sublimit of $250,000 per claim and in the 

aggregate, but you can extend the “social

engineering coverage” to the standard $1 million 

limit per claim and $2 million in the aggregate.

Steps to increase coverage from $250k to $1M

1. Ensure the appropriate language in the previous slide is in the retainer (or other written) 
agreement.

A. Include written Instructions in a retainer (or other agreement) for the receipt, release, and 

transfer of any funds or assets.

B. Advise in the written retainer (or other agreement) that the client or another party to 

which you owe a duty of care should not ordinarily expect to receive any revised 
instructions from you or your firm for the transfer of funds or assets.

C. Advise in the written retainer (or other agreement) if the client or another party to which 

you owe a duty of care receives revised instructions for the transfer of funds or assets, 
they should immediately contact you by way of a telephone number specified in the 

written retainer (or other agreement).
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2. Contact the client or other party you owe a duty of care
• If you or your staff:

• receive any changes to the contact information of 
a client or other party to which you owe a duty of 

care, or
• any changes to established instructions for the 

transfer of funds or assets

• you confirm those changes by:
• either calling the client or other party to which you 

owe a duty of care using contact information 
previously confirmed to be that of the client or 
other party, or

• by meeting with the client or other party.

3. Maintain in writing any updated contact information for a 

client or other party to which you owe a duty of care, and 
any updated instructions for the transfer of funds or assets.
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I am not comfortable putting my 
trust account information in the 
retainer agreement.

My clients only send me payment for 
fees, do Ineed to take the steps?
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Do Ineed to submit anything to LAWPRO to get the
additional coverage?

Is this mandatory to 
use?
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Social Engineering Toolkit

Call before you click! Train your lawyers and 

staff

Warn your clients
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Prevent fraud
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Administrative Dismissals Resume

MAY 13
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practicePRO.ca

• Webzines
• Alerts
• Managing 

Booklets
• Practice Tip 

Sheets
• Checklists
• Precedents
• Toolkits
• Technology 

Guidance
• CPDs

AvoidAClaim.com
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Fraud Prevention

LAWPRO @lawpro.ca @LAWPRO LAWPRO Insurance

www.PracticePro.ca

Thank You & Stay in Touch!

www.Lawpro.ca

www.AvoidAClaim.com

1-800-410-1013

Connect with us: 

Dan.Pinnington@lawpro.ca

Ray.Leclair@lawpro.ca

Safiyya.Vankalwala@lawpro.ca
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https://www.practicepro.ca/wp-content/uploads/2023/02/Phishing-Fraudwatch-Factsheet-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Phishing-Fraudwatch-Factsheet-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/06/Wire-Fraudwatch-Factsheet-June-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/06/Wire-Fraudwatch-Factsheet-June-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Corporate-ID-Fraudwatch-Factsheets-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Corporate-ID-Fraudwatch-Factsheets-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Real-Estate-Fraudwatch-Factsheet-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Real-Estate-Fraudwatch-Factsheet-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Internal-Office-Fraudwatch-Factsheet-2023-AODA.pdf
https://www.practicepro.ca/wp-content/uploads/2023/02/Internal-Office-Fraudwatch-Factsheet-2023-AODA.pdf
http://www.practicepro.ca/wp-content/uploads/2023/02/Bad-Cheque-Fraudwatch-Factsheets-2023-AODA.pdf
http://www.practicepro.ca/wp-content/uploads/2023/02/Bad-Cheque-Fraudwatch-Factsheets-2023-AODA.pdf
https://ca.linkedin.com/company/lawpro
https://www.instagram.com/lawpro.ca/
https://twitter.com/LAWPRO
https://www.youtube.com/%40lawpro6064
http://www.practicepro.ca/
http://www.lawpro.ca/
http://www.avoidaclaim.com/
mailto:Dan.Pinnington@lawpro.ca
mailto:Ray.Leclair@lawpro.ca
mailto:Safiyya.Vankalwala@lawpro.ca


How Our Firm Was Hacked

Andrew Ferguson

Dan Patjak





70,000 cybersecurity incidents were 
reported to the CCCS in 2023



Cybersecurity TechReport identified 
29% of law firms experienced a form 

of security breach



The average ransom for legal 
organizations was

$1 million USD in 2023



• Less than half (41%) said their firms have 24x7x365 

security coverage.

• Respondents consider the sophistication level of cyber 

threats the greatest challenge in reducing the possibility 

of attacks.

• The most common steps firms are taking to improve their 

readiness to respond to a breach include increasing 

employees’ threat awareness and improving security 

detection and response capabilities.

Just the Facts
• 39% of respondents reported that their firm has had a 

security breach that they were aware of in the last year, 

with consequences including loss of confidential client 

data, loss of internal data, and damage to their firm’s 

reputation.

• 97% of respondents said their firms have some level of 

protection against cybersecurity threats, but only 26% 

believe that their firm is “very prepared” to respond to 

such incidents.



• Our Experience

• Mid size Ottawa firm

• A Dozen Lawyers

• Why would anyone attack MBC Law?

• This can happen to you



Day 1 – January 17

3:19pm - email from IT provider 

4:30pm - call with cyber security firm

4:58pm - Email to disconnect from our 

systems



• Investigation Begins
• We are unplugged, which means we have no 

connection to outside world
• No internet!

• IT and Specialists gathering data from all 
machines – we had 36 machines
⚬ We had machines shipped in from remote 

workers
• Staff

⚬ Remote staff can do nothing
⚬ Office staff can clean

Day 2 – 
January 18



Day 3 – 
January 19

• Investigation and cleaning continued
• Specialists tell us they cannot see how far these 

people got into the server
⚬ Recommended to wipe server and all machines 

clean, and rebuild from scratch
⚬ This means all data is wiped, and they create a 

server and format each and every machine
• Decision to wipe servers

Debriefing with team 
(partners)



Day 4-5 
Weekend
Investigation continues



Email from the 
Threat Actor

Sent to lawyers in 
the firm

Links to some 
publication

Link to talk to 
them

7:26am

Monday morning
Day 6 



⚬ 4MB text file
⚬ Lists files that they say they have
⚬ It looked legit – it looked like some 

file folders from server
⚬ It looked like they didn’t get into 

Document Management
￭ BUT, it also looked like they had 

access!



Stress ramps up...

Do we connect with these 
people??



Day 7 – January 23
                             



• Email to more members of the firm
• Word gets out

⚬ We are told we are on the Darkweb!
• Formal notification 

⚬ LSO, LawPro, Privacy Commissioner, RCMP

Day 8 – 
January 24
Notice



Day 10 – 
January 26

Notice Letter to Clients



Escalation by Threat Actor
Contact Third Parties, Clients, Counsel...Day  14 - 16

THIRD PARTY



Day 14 –16 Positive 
Feedback

C A L L S  F R O M  C L I E N T S

People have been through this

C A L L S  F R O M  L A W Y E R S

Hear other stories



Day 19 – February 4



Indirect notification

• some clients we could not contact

Day 20 – February 6

P O S T  O N  W E B S I T E



Day 21 – 
February 7



• LSO
• LawPro
• Insurance
• RCMP
• Privacy Commissioner
• Cyber security experts
• Breach Counsel?

Reporting...
Why are we Alone?



Risk to 
Clients • Personal data

• What data do you have?
⚬ ID, bank statements, medical records, 

privileged advice



Lost Data

Reputational

Mental Health/StressRisk to Firm
Protect Yourself



About 50k
Cybersecurity firm, and IT to rebuild

Out of pocket

1 week of 10-20%

2 week of 25%

3 week 75%

4 week 100%

Downtime

Cost



Conclusion

• MBC law was lucky
• This is a success story!!
• Be cautious and protect yourself



Pre Breach Work - Data inventory

• Have we inventoried our data?

• Do we know what we have?

• What data regulations are we subject to?

• How long are we keeping it?

• Where are we keeping it?

• Who has access to it?

• Has the data been classified?

• Who is responsible for the data?

• Do we have the ability to inventory our data in real 
time and control access?

• Is there an Incident Response (IR) Plan?

• Does it define what an incident is?

• Does it establish a team with decision-making 

authority?

• Does it define criteria for declaring an incident?

• Does it define criteria for escalation?

• How often is it tested?

• How is it deployed?

• Do we have the technical solutions and expertise to 

detect an incident?

Internal Discussions



Pre Breach Work - IR Team Vetting 

• Do we have an IR team?

• Who are the key members?

• Legal counsel

• Senior management

• CISO

• PCI implementer

• Others

• Who leads the team?

• Decision-making authority

• Competence 

• Familiarity with the Incident Response Plan 

• What is the team’s purpose?

• Reduce business risk to the organization

• Minimize the impact of an incident on the reputation, 

operations, and finances of the organization if an 

incident occurs

• Are we providing effective support to the IR team?

• Are we providing continuous training to the team and 

our staff?

• Does the team have access to all business units and 

groups? 

• Does the IR team have access to details about vendor 

security?

• Has the IR team identified all third-party 

dependencies?

How to evaluate preparedness 



Pre Breach Work - Vendor Management

• Do we have an existing relationship with an IR 
firm?

• Knowledge of network and business

• Has access to previous penetration test data

• Tabletop exercise partner

• Do we have an existing MSA with that firm?

• Instant call

• Reduced costs

• Hours, not days in response

•  Do we have an existing relationship with breach 
counsel?

• Trusted partner

• Existing business knowledge

• Contracts in place

• Is our counsel experienced with data breach 
issues?

• Knowledge of privacy and security law

• Skill in crisis management

• Has managed notification 

Making sure the contracts are in place



QUESTIONS?



Break – Check out now

and

Return at 11:00 AM
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Paralegals in Law Libraries 

Michelle Lomazzo



Initial Findings from A2J Study in Rural Ontario 

Neha Chugh



Self-represented litigants, legal information, 

And libraries 

Jennifer Leitch



Final Remarks

Thank you!
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