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LawPRO

Ag e n d a Review of 2023

Claims Trends

Social Engineering

Administrative Dismissals

Questions and comments
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Full detailed Annual Report

available at lawpro.ca/annualreport

2023

ANNUAL REPORT

TRANSFORMATION

Who we cover

31,000 insureds in primary program

21,000 who have retired left practice

1,700 firms with Excess insurance

© 2024 Lawyers’ Professional Indemnity Company
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Number of claims reported and open claims
6,000
5,000 ¢ B Open Claims Files
@ Claims Reported
4,000 o2

3,000 ® o o ®

2,000

1,000

Distribution of claims by area of practice
40%

Real Estate
30%

Litigation
. e Corp/Bank/Sec/Tax/IP

20% . .

Wills & Estates

All Other
10%

Family

%

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
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Base premium since inception

6,000
5,600 . $51600
5,000
4,500
4,000
3,500
® $3,250
3,000 base premium
per lawyer

2,500
2,000

N BB dod g g8 o5 Fo§ G- po§ g § @ oq N o o4 N o g g

1995 1997 1999 2001 2003 2005 2007 2009 20m 2013 2015 2017 2019 2021 2024

Closing claims and giving insureds peace of mind

Closed with indemnity payment
11%

Closed with defence costs only

Closed without any payment
55%

34%

© 2024 Lawyers’ Professional Indemnity Company
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Reported claims count by cause of loss

Fraud
Clerical 1.1%

0y
6.9% Communications

25.7%

Other
10.1%

Error of Law
12.5%

Inadequate Investigation
25.3%

Time Management
15.5%

Social Engineering

© 2024 Lawyers’ Professional Indemnity Company
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Fraud Continues to be on the Rise

Bad Cheque Frauds

Wire Frauds

Real Estate Scams

Corporate Frauds

Cybercrime

Social Engineering

11

What is
Social
Engineering?

It is the use of deception or manipulation to coerce
you or your staff into divulging or transferring
personal or confidential information or property.

This includes, but is not limited to, actions by
another party that intentionally induce a lawyer or
their staff to transfer funds or assets to the wrong
party or account.

10
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Science of Social engineering — technics used by criminals to
manipulate you!

May 10, 2024

g
"l‘I!’:'. fes,

2024 LAWPRO Policy Update — Social Engineering Toolkit

Phishing/Smishing/Vishing

Understand the dangers & how to identify them

Reminder: [Recent News] [Statement Appointment| Information Updates
sent Summary of your bill has expire, Renews your membership Sunday, Jan 22, 2020
[Statement:- (FWD] Case ID: MBBEXXSC

NETFLIX

Automatic payment.
Hi Customer
Your Auto payment cannot process.

Your subscription period will end on Wed, January
22, 2020

Click Herg to update payment method

please update your payment methode for continue
Netfiix feature

Dadsilalu

New Noti

il T-Mobile = 10:52 AM

Unknown

Me
Today

Bank Of Montreal Account
Alert!

Click the link below to verify
and confirm your identity as to
remove account limitations:

Http://bom.com.au.e-
onlineprocess.com/account

Your security is our concern.

Voice

@7

ol

mail

[ranscription Beta

Hi this Janet calling you from
ffice of Social Security adr 5t

ur Social Security 1 1S ¢
ompromised and it is getting suspended
today please contact your a lot of
paralegal office there at 90

I ediately | repeat 908_

nk you

useful or not useful?

14
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https://www.practicepro.ca/practice-aids/toolkits/socialengineering/
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What is the
social
engineering
fraud sublimit?

May 10, 2024

Losses related to social engineering are covered to
a sublimit of $250,000 per claim and in the
aggregate, but you can extend the “social

engineering coverage” to the standard $1 million

limit per claim and $2 million in the aggregate.

Steps to increase coverage from $250k to $1M

1. Ensure the appropriate language in the previous slide is in the retainer (or other written)

agreement.

A. Indude written Instructions in a retainer (or other agreement) for the receipt, release, and
transfer of any funds or assets.

B. Advise in the written retainer (or other agreement) that the client or another party to
which you owe a duty of care should not ordinarily expect to receive any revised
instructions from you or your firm for the transfer of funds or assets.

C. Advise in the written retainer (or other agreement) if the client or another party to which
you owe a duty of care receives revised instructions for the transfer of funds or assets,
they should immediately contact you by way of a telephone number specified in the
written retainer (or other agreement).
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2. Contact the client or other party you owe a duty of care
« Ifyou or your staff:

* receive any changes to the contact information of
a client or other party to which you owe a duty of
care, or

+ any changes to established instructions for the
transfer of funds or assets

+ you confirm those changes by:

« either calling the client or other party to which you
owe a duty of care using contact information
previously confirmed to be that of the client or
other party, or

by meeting with the client or other party.

3. Maintain in writing any updated contact information fora
client or other party to which you owe a duty of care, and
any updated instructions for the transfer of funds or assets.

LAWPRE  social Engineering Fraud
RIS e e EXAMPLE RETAINER LANGUAGE

LAWPRO does not require you to use the following language or any specific language to satisfy the
requirements. The example wording below is provided by LAWPRO for your consideration and use when
you draft your own documents, to be adapted to suit your practice and matter for which it is being used.

Fraud Prevention

To prevent fraud and ensure the safe and accurate receipt, release, and transfer of any funds or assets,
the following steps will always be taken to safeguard such assets:

1. We will only accept funds [or assets] from you [or additional party] by way of:
O Electronic funds transfer to our trust account numbered
O Wire transfer to our trust account numbered
O Certified cheque delivered to us at
O Additional method of funds or asset transfer,

2. We will only transfer funds [or assets] to you [or additional party] by way of:
O Electronic funds transfer to your account numbered
O wire transfer to your account numbered
O Certified cheque delivered to you at
O Additional method of funds or asset transfer

3. We will only release funds or assets to a third party upon receiving verbal confirmation of the
transfer from you and any other party necessary to confirm the veracity of the transfer details.

4. You [or another party] should not expect to receive any revised instructions for the transfer of funds
or assets from us. If you [or another party] receive any written communication advising of such a
change that appears to come from us, immediately contact us at [insert telephone number] to
verbally confirm these changes.

S. If we receive any changes to your [or another party’s] contact information, or any changes to the
instructions for the transfer of funds or assets as set out above, we will not act on these changes
until we have verbally confirmed the new instructions in-person or by calling you [or another party]
at the following phone number: [insert phone number]

© 2024 Lawyers’ Professional Indemnity Company
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Iam not comfortable putting my
trust account informationin the
retainer agreement.

My clients only send me payment for
fees, do I need to take the steps?

May 10, 2024

LAWPRO Social Engineering Fraud
R TR ey Compeny EXAMPLE RETAINER LANGUAGE

LAWPRO does not require you to use the following language or any specific language to satisfy the
requirements. The example wording below is provided by LAWPRO for your consideration and use when
you draft your own documents, to be adapted to suit your practice and matter for which it is being used.

Fraud Prevention

To prevent fraud and ensure the safe and accurate receipt, release, and transfer of any funds or assets,
the following steps will always be taken to safeguard such assets:

1. We will only accept funds [or assets] from you [or additional party] by way of:
O Electronic funds transfer to our trust account numbered
O Wire transfer to our trust account numbered
O certified cheque delivered to us at
O Additional method of funds or asset transfer

2. We will only transfer funds [or assets] to you [or additional party] by way of:
O Electronic funds transfer to your account numbered
O wire transfer to your account numbered
O certified cheque delivered to you at
O Additional method of funds or asset transfer

3. We will only release funds or assets to a third party upon receiving verbal confirmation of the
transfer from you and any other party necessary to confirm the veracity of the transfer details.

4. You [or ancther party] should not expect to receive any revised instructions for the transfer of funds
or assets from us. If you [or another party] receive any written communication advising of such a
change that appears to come from us, immediately contact us at [insert telephone number] to
verbally confirm these changes.

5. If we receive any changes to your [or another party’s] contact information, or any changes to the
instructions for the transfer of funds or assets as set out above, we will not act on these changes
until we have verbally confirmed the new instructions in-person or by calling you [or another party]
at the following phone number: [insert phone number]

LWPRS

20
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Is this mandatory to
use?

May 10, 2024

Do Ineed to submit anything to LAWPRO to get the
additional coverage?

Wiring Funds Checklist

Date: Verifier Name:

File Number: File Name:

1. Attach a copy of the funds transfer instructions to this page.

2. Check that the name of the sender of the instructions matches the name of the person you were
expecting to send instructions in your file.

3. Verification method. (DO NOT use the phone number in the instructions)

Always use a trusted number such as the one from the file opening sheet or from a reliable directory.
*On file opening, obtain a password from the client and record it in the physical file

Phone call OR In person
Phone # called Name on ID:
Password confirmed*

4.  Verify sender identity and payment details:

Person contacted (name and date):

Does the sender confirm they sent the funds transfer instructions?
YES - continueon OR NO - immediately involve a a lawyer or partner and proceed to Step 6

Verify the payee and bank account details:

Davanas Dol

LawPRS

22
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Social Engineering Toolkit

Policy Requirements Chart: This chart states the policy requirements and provides sample
corresponding example language. (Word and PDF)

Example Retainer Language: For your convenience, this sample wording can be used or
adapted to your needs. (Word and PDF)

s Exemple de langage de mandat de représentation en justice (Word and PDF)
LawPRO

Wiring Funds Checklist: Use this checklist for every transaction that involves wiring funds

SOCial F > .neering from your trust account

Action required for your professional liability insurance Frequently Asked Questions: See the commonly asked questions about the social
January 1,2024 engineering policy requirements.

FOR FILES THAT ARE ALREADY OPEN:
Watch on- &8 YouTube We highly encourage you to send your client a revised retainer letter or an addendum to
the current retainer agreement you have in place. At the minimum, we suggest you send
the following reminder: “Funds transfer fraud is on the rise. Please note, we will never email

you with a request to change or update any banking or transfer information. If you receive a
request like that by email, please phone us immediately using a previously known number. In
addition, if we receive any banking or transfer information from you, we will confirm this by
independent means. If you have questions or concerns, please contact us”

Prevent fraud

N

N\ p- 7.

Call before you click! Train your lawyers and Warn your clients
staff

15
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Administrative Dismissals Resume

MAY 13

practicePRO

Brought to you by
LAWPRO

26
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practicePRO.ca

2} ‘ L Risk management, claims prevention and law pra

management resources

Hot Topics Practice Aids Publications

Covid-19 Articles & Resources
Fraud and Cybercrime Dangers
Limited Scope Representation Resources

Most Popular Articles and Resources

Technology

Weliness

fsues during their career. If you . Tec h no I Ogy
Starting a new solo or multi-member pression, anxiety, addiction, o .
firm pss concems, know that you're G ul d an Ce

and counselling at no cost to Ontario

Read More »

ind themselves confronting

ber Assistance Program
("MAP") operated by Homewood Health provides resources

* Webzines

« Alerts

* Managing
Booklets

Sheets
e Checklists
« Precedents
« Toolkits

 CPDs

* Practice Tip

May 10, 2024

word
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AvoidAClaim.com

Central East Regi

i
l @ Ontario al

Superior Cout o atie
My o e ot

AvoidA
CLAIM]

Home practicePRO Resources All Fraud Warnings About ml
published
est Blog Posts

What to do if money is diverted to a fraudster’s account?

Posted May 11, 2021 by Raymend G. Leciair

There are multiple scenarios whereby fraudsters will attempt to have you wire funds to a

different account than the one that you had intended to fund. Unfortunately, some of those
attempts are successful. LAWPRO has received such claims and heard of many others. Here

are some tips to assist you if such a fraud happens.

Your trust account is not a bank account, and you are not

a banker

Posted April 3, 2024 by Safiy

Your trust account is not a bank account, and you are not a banker,

LAWPRO has seen instances where lawyers appear to be using

their trust accounts to flow money in and out without doing any

legal work. What Your Trust Account Is Not A backdoor bank

Foliow us on ﬂ D mm

REPORT A FRAUD

AWPRO's practicePRO initiative provides
risk management, claims prevention and
law practice management information to
Ontario lawyers. Our resources.
precedents and checklists will help you
take proactive steps to avoid a legal
malpractice claim.

Cour supérieus dejusit
Ve s

: May and N ber Trial Sittings

Posted March 7, 2024 by LAWPRO

As per the Notice to the Profession, dated February 20,
2024, the May and November 2024 civil trial sittings have
been eliminated. The sittings in 2025 will also be
eliminated. In their place, Central East region will run a Civil

Blitz starting September 9, 2024, which will run for 5 weeks.

Another Civil Blitz will...

Read More »

Categories: Civil Litigation

Administrative dismissals will resume May 13, 2024

v v
ched by ' @ Ontarip
. . Superior Cout of dste
raigic e - J| mo
- Py g"i“%ﬁ-

Posted February 28, 2024 by LAWPRO

Today, February 28, 2024, the Ministry of the Attorney
General of Ontario has informed the public and the
profession that administrative dismissals of Superior Court
civil actions that have not been set down for trial within 5
years, or have been struck off a trial list and have not been
restored within 2 years of...

Read More »

Categories: Civil Litigation

CRA's new trust reporting requirements

Latest Fraud Warnings

Divorce settlement scam using the
names Sara and Shaun Wong

Posted November 29, 2023

Categories: Disx

ment Fraud

Posted February 20, 2024 by Safiyya Vankalwala

[Updated March 28, 2024] This year’s tax filing season may
be looking different for some people and corporate entities
due to new trust reporting rules. These changes, while
presenting challenges, also offer legal professionals an
opportunity to educate their clients. Overview Previously,
trusts were only required to file a T3 Trust Income Tax and
Information...

Read More »

17


http://www.practicepro.ca/
http://www.practicepro.ca/
https://www.practicepro.ca/

© 2024 Lawyers’ Professional Indemnity Company

LAWPRO Update May 10, 2024
FOLA May 2024 Plenary ’

Fraud Prevention

L AWPRO

_Mmagazine

CORPORATE ID FRAUD

THE CONFIDENCE

LawPRO ey s

Lr‘\\-\.-" PR@ ) — B—

29

Thank You & Stay in Touch!

LAWPRO

=
Lamyers' Professhoral Indemaity Compary

www.lLawpro.ca

1-800-410-1013
3 a o H
lp "< bro www.PracticePro.ca
Connect with us: &\_I__Oiﬂé\ _ _
>-{| Dan.Pinnington@lawpro.ca (CLAIM, www.AvoidAClaim.com
~< Ray.Leclair@lawpro.ca

54 Safiyya.Vankalwala@lawpro.ca

m LAWPRO @ @lawpro.ca @ @LAWPRO o LAWPRO Insurance

L\\\F}R@,_ —

30
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How Our Firm Was Hacked

Andrew Ferguson
Dan Patjak






CANADIAN CENTRE f= | CENTRE CANADIEN 2™

CYBERSECURITY | CYBERSECURITE

70,000 cybersecurity incidents were
reported to the CCCS in 2023



AMERICANBARASSOCIATION
Cybersecurity TechReport identified
29% of law firms experienced a form

of security breach




The average ransom for legal

organizations was
S1 million USD in 2023



Just the Facts roovE T L

* 39% of respondents reported that their firm has had a e Less than half (41%) said their firms have 24x7x365
security breach that they were aware of in the last year, security coverage.

with consequences including loss of confidential client

data, loss of internal data, and damage to their firm’s  Respondents consider the sophistication level of cyber
reputation. threats the greatest challenge in reducing the possibility
of attacks.

* 97% of respondents said their firms have some level of

protection against cybersecurity threats, but only 26% * The most common steps firms are taking to improve their
believe that their firm is “very prepared” to respond to readiness to respond to a breach include increasing
such incidents. employees’ threat awareness and improving security

detection and response capabilities.
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PROFESSIONAL CORPORATION / SOCIETE PROFESSIONNELLE

Our Experience

Mid size Ottawa firm

A Dozen Lawyers

Why would anyone attack MBC Law?

This can happen to you



Day 1 —January 17/

From: Philip Hirschmann <phirschma 3:19pm - email from IT provider

Sent: January 17, 2024 at 03:19 pm
To: Andrew Ferguson <afergust
Ce: Bob Ziola <BZiola

Chris Aers <c:
Importance: & High

Subler;  NeSeokSerily feachh 4:30pm - call with cyber security firm

Hi Andrew,

Our team has observed several indicators of compromise in your network environment that are common among bad
actors. We have observed a new domain administrator account created, disabling of the Antivirus and what looks like
attempts to extricate data off the network usually this happens prior to a ransomware attack. We have disabled the new
account and are resetting the other domain admin account passwords on the network and re-enabling the antivirus. 1 am

going to suggest that all users reset they passwords ASAP. 4 . 5 8 p ne E ma i | to d i sconn ect frO m our

| am going to suggest we bring in one of our partners Field Effect who are cyber security detection and response experts

to further investigate and get a better understanding of the scope of the bad actors efforts. Longer term | would suggest

implementing their cyber security protection suite and reconfiguring your VPN to also have multi-factor authentication. Syste m S
Regards,

Phillip Hirschmann
Senior Network Analyst

( Bridgetec Systems




Day 2 —
January 138

Investigation Begins
We are unplugged, which means we have no
connection to outside world
* No internet!
IT and Specialists gathering data from all
machines — we had 36 machines
o We had machines shipped in from remote
workers
Staff
o Remote staff can do nothing
o Office staff can clean



Debriefing with team
..+ = (partners)
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Day 4-5

Weekend

Investigation continues




Monday morn (A

VAVASY:-100

Email from the Sent to lawyers in

Li Link |k
Threat Actor the firm IS B2 Seme Nk 1o talk to

publication them




Sent: Monday, January 22, 2024 7:26:10 AM

To: Reception <reception@mbclaw.ca=; lan McBride <imcbride@mbclaw.ca>; Stephane Bond <sbond@mbclaw.ca>;
Andrew Ferguson <aferguson@mbclaw.ca>; Margot Pomerleau <mpomerleau@mbclaw.ca>; Alden Christian
<achristian@mbclaw.ca>; Roger Ramonat <rramonat@mbclaw.ca>; Natalie Scott <nscott@mbclaw.ca>; Felix Poliguin-
Boutin <fboutin@mbclaw.ca>; Chelsea Sexton <CSexton@mbclaw.ca=; Matthew Benson <MBenson@MBCLaw.ca>
Subject: CONTACT TO US - YOUR PRIVATE DATA WERE DOWNLOADED

Good afternoon.

The attached archive contains a list of files that were receved from

yvour server in the amount of more than 1TB.

Below is a link to the private publication of your documents, this

publication is private and only you can see it at the moment:

For further communication, please use this link, this is your private
secure chat. You have 72 hours to get in touch, otherwise we will
publish all downloaded information to the public:

4MB text file
Lists files that they say they have
It looked legit — it looked like some
file folders from server
It looked like they didn’t get into
Document Management

m BUT, it also looked like they had

access!



Do we connect with these
people??




Day 7/ —January 23

Sent: Tuesday, January 23, 2024 5:07:07 AM

To: Reception <reception@mbclaw.ca>; lan McBride <imcbride@mbclaw.ca>; Stephane Bond <sbond@mbclaw.ca>;
Andrew Ferguson <aferguson@mbclaw.ca>; Margot Pomerleau <mpomerleau@mbclaw.ca>; Alden Christian
<achristian@mbclaw.ca>; Roger Ramonat <rramonat@mbclaw.ca>; Natalie Scott <nscott@mbclaw.ca>; Felix Poliquin-
Boutin <fboutin@mbclaw.ca>; Chelsea Sexton <CSexton@mbclaw.ca>; Matthew Benson <MBenson@MBClaw.ca>
Subject: CONTACT TO US - YOUR PRIVATE DATA WERE DOWNLOADED

Good afternoon,

The attached archive contains a list of files that were receved from

your server in the amount of more than 17TB.
Below is a link to the private publication of your documents, this
publication is private and only you can see it at the moment:

Sent: Tuesday, January 23, 2024 11:17:53 PM

To: Reception <reception@mbclaw.ca=; lan McBride <imcbride@mbclaw.ca>; Stephane Bond <sbond@mbclaw.ca>;
Andrew Ferguson <aferguson@mbclaw.ca>; Margot Pomerleau <mpomerleau@mbclaw.ca>; Alden Christian
<achristian@mbclaw.ca>; Roger Ramonat <rramonat@mbclaw.ca>; Natalie Scott <nscott@mbclaw.ca=; Felix Poliguin-
Boutin <fboutin@mbclaw.ca=; Chelsea Sexton <CSexton@mbclaw.ca=; Matthew Benson <MBenson@MBCLaw.ca>
Subject: Congratulations! Now you are on our blog!

Congratulations! Now you are on our blog! Thousands of people are

already waiting for us to publish information!

=

S To%'s 75 $58 e v -

55556 35555552555538555455()5555555555555555577 155562
5565558593 255575557555173151575651565555581555555555

s 55,5585885898 . ’55555555545u You still have time to save your reputation! In 24 hours we will start
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?;;45 45252555515255555

05052 publishing yvour files {1 Terabyte). Get ready to answer questions from

the press.

Secret chat with us:

:::::
-



 Email to more members of the firm
* Word gets out
o We are told we are on the Darkweb!
* Formal notification
o LSO, LawPro, Privacy Commissioner, RCMP

January 24
Notice




Margot L. Pomerleau
mpomerleau@mbclaw.ca

January 26, 2024 BY EMAIL

Greetings,

RE: Notice Letter

Day 10 —
January 26

We are writing to you with important information about a recent privacy breach involving
your personal information (e.g., full name, home address, email address, etc.) to unauthorized
persons.

MBC Law Professional Corp. (MBC Law) through its IT contractor discovered potential
unauthorized access to our systems. We immediately retained incident response services to
assess and investigate the breach. Forensic investigative and security monitoring steps have been
and continue to be engaged.

We are advised that one of our server drives had been likely accessed by malicious activities, which
was confirmed on Monday January 22, 2024. Our document management system, accounting, and
online payment systems do not appear to have been compromised.

That being said, certain client work product, such as Microsoft Word, Excel and Adobe (.pdf)
versions of civil litigation court materials, including affidavits, motion records, pleadings, affidavits
of documents, exhibits, and correspondence including solicitor client privilege communications
were inappropriately accessed, collected, and could be disclosed by those malicious actors who
hacked into our network.

MBC law is not only investigating the breach, but we have also re-built our server and are in a new

environment with further and additional safeguards and utilizing our backups. We have also
installed aggressive ongoing cyber surveillance software.

Since there was malicious access to our systems, and we are a company you deal with, you may
be at risk. We suggest you protect yourself from fraud or harm by following these steps:

e change your passwords regularly

e review your bank account and credit card statements on a regular basis

o make sure there are no unauthorized transactions

e report any unauthorized transactions immediately

e order or access your credit report and review it

o report any errors on your credit report immediately

We encourage you learn more about cyber fraud and cyber security by visiting the information
posted by the Canadian Centre for Cyber Security.

MBC Law Professional Corporation / Société Professionnelle
T: 613.233.4474 « F: 613.233.8868 = Toll free 1.888.288.2033 = 265 Carling Avenue, Suite 500, Ottawa, ON K1S 2E1

www.mhclaw.ca
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Day 14 = 16 Ef)cnat:;c’lcoTnhirxclj-Larr?cia(;[s',Agioernts, Counsel...
THIRD PARTY

Importance: & High
Subject: Dear Client of MBC Law

Dear Client of MBC Law (https://mbclaw.ca/). Please be advised that all
your personal data is in our hands.
All your passports, documents, etc. are in our hands.

Dear Client of MBC Law (https://mbclaw.ca/). Please be advised that all
your personal data is in our hands.

We do not ask you for money. All we want is for the management of MBC
All your passports, documents, etc. are in our hands.

Law to contact us so that we can resolve the matter.

We do not ask you for money. All we want is for the management of MBC
Law to contact us so that we can resolve the matter.

In case the management will not contact us - we will be forced Lo
publish all your personal data on the network, in the public domain.
Anyone will be able to see your documents, passports, driver’s license
and other important documents.

In case the management will not contact us - we will be forced to
publish all your personal data on the network, in the public domain.
Anyone will be able to see your documents, passports, driver's license
and other important documents.

What can you do? -You need to call/write to MBC Law by any means and
tell them that they have been hacked and all data has leaked.

Why would you do that? -If your personal information gets out on the
net, you will be registered with various services for illegal things and
then the FBI will come to you for questioning.

How much time do you have? -We give you a week to contact MBC Law. If
they haven't contacted us in a week, we will release all of your
personal information to the public.

How will | know if MBC Law has contacted you? -When we receive a
response from MBC Law - We will notify you immediately that your
personal data is safe and secure.

How do | know you are not lying? -We are not lying, take our word for
it. If you don't, you will realize in a week that you have ignored this

What can you do? -You need to calliwrite to MBC Law by any means and
tell them that they have been hacked and all data has leaked.

Why would you do that? -If your personal information gets out on the

net, you will be registered with various services for illegal things and

then the FBI will come to you for questioning.

How much time do you have? -We give you a week to contact MBC Law. If
they haven't contacted us in a week, we will release all of your

personal information to the public.

How will | know if MEC Law has contacted you? -When we receive a
response from MBC Law - We will notify you immediately that your
personal data is safe and secure.

How do | know you are not lying? -We are not lying, take our word for

it. If you don't, you will realize in a week that you have ignored this

letter for nothing.




Day 14 —16 Positive

Feedback

January 30, 2024 at 10:30 am

To: Andrew Ferguson <Al
<MPom

Margot Pomerleau
Subject: You have our support

Hi Andrew, Margot, lan and Stephane,

S m g 3
-8 ““f ) {
\ N ADU

o
Pmp

erleau@mct

claw.c

Ccid

CALLS FROM CLIENTS

People have been through this

CALLS FROM LAWYERS

Hear other stories

a>; lan McBride <IMcbride@mbclaw.ca:
w.ca>; Stephane Bond <SBond@mbclaw

| saw the cyber incident letter today. Tough thing to go through. In today’s environment it is just a question of when and

not if we get a cyber attack.

We had an attack in Nov but fortunately we had no intrusion to our systems — we did have to “pull the plug” for a few days

to be certain.

Hoping this all goes away for you soon.

Dest regards




February 4, 2024 at 05:58 am
lan McBride <IMcbrided o>, Stephane Bond <SBond@mbclaw ca>, Andrew Ferguson </ gusonEumbcaw.c
. Natalie Scolt = Ambciaw.ca>,; boutin@mbdaw.ca; Chelsea Sexton

- sphonmbclaw. ca>

Subject: FCR MBC LAW! DATA FROM YOUR NETWORK WAS EXFILTARTED! READ CAREFULLY TILL THE END!

Hello, MBC LAW

Now you hive bag troubles, but we can manage if together,

All vour kocal neraoek was compeonised, due %0 poor IT,

And we've exlitrated around 200 Gb of leghly conBidential data from your network

Now 1t 15 our local storage, We can provide proots. Be suee that's not o joke!

And today your business is ot stake!!!!

Even quack examination of all data, shows el revealing puibalishing et part of @us files will lave huge reputationsal sed fiencidl losses for your bosimiss
Nothing will fix tamished repataion! You knom thas perfectly

Duata imcludes haghly confidential infoeation about count cases, persomal information, bank stiements, oomual archives and so on

1 you WILL NOT GO FORWARD to mamnage your problorms nah us:
= we will notfy via c-ail Gurpaign and random calls your chents with notifscotmn about bresch of therr data from yoer ntwork (with proofs)
« we will contact local muthonties and peess with mformation about leak froem your netwaork,

 Margot Pemerdaay <MPomereasu@mbcaw ca>,

@mbciaw ca>; Matibhew Banson

= we will publish huge pack of docs on some [nendly rnsommane leaks websiles (Blogs) wall-kromn among jourmalists sl cybersee researchess. where everybody can domnioad

voui dats, if no ransom payment will be done

So to the point you have ONLY TWO OPTIONS:

#1. You refuse o make A DEAL (avoid comeacting us till 08022024
In that case all mentoned above will happens
Yow can imagine consequences for your repusanon and further finsncinl keses vourselves

HZ10we make A DEAL, all is sirvpde Sor botly sides

We can return (on demasd) all you data stolen = delete it in our stormge + provide proods of full deleton

Ao we will point on security misconfigurations in your neowork and you will fix your secunty problems,

st bedeve THERE ARE A LOT OF THEM!

Amyway it will be chesiper foe you o know about all problems froen adversary poane of view, than face with attack agamn
Al nformation in that case will be m searct.

W will just forget about cach other,

CRRNLBRIRUIRVBIZLSAZRLR

Bedow 15 some random cxamgies of yoo data fikes

++* addinosal proofs is not a problem st all we REALLY GOT YOUR DATA and it's mo¢ a joke oe bluff or just screcenshots, we will provide peoots im chae (read till the end)
(we koo it's really happens often, thast someone asks fore ransomn without having smything, but not in this case)

il




Day 20 — February €

POST ON WEBSITE

Indirect notification

e some clients we could not contact



February 7, 2024 at 09:05 am
To: lan McBnde <IMcbrnde@mbclaw.ca=; Stephane Bond <5SBond{@mbclaw.ca>; Andrew
Ferguson <AFerguson@mbclaw.ca=; Margot Pomerleau <MPomerleau@mbclaw.ca=,
Roger Ramonat <RRamonat@mbclaw.ca>; Natalie Scott <NScott@mbclaw.ca=;
boutin@mbclaw.ca; Chelsea Sexton <CSexton@mbclaw.ca=; Matthew Benson
<MBenson@mbclaw.ca>; Alden Christian <achristian@mbclaw.ca>; Reception
<Reception@mbclaw.ca>

Subject: FOR MBC LAW! FILE INDEX OF 70% YOUR DATA WE HAVE!

- link for txt file with index
Enjoy!
Timer will finish soon!

FS Team,

Day 21 —
February 7



Reporting...

Why are we Alone?

LSO
LawPro
Insurance . I —
RCMP s ' N
Privacy Commissioner
Cyber security experts
Breach Counsel?
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M B C [LAW
Risk to

Cl Ients * Personal data

 What data do you have?
o |D, bank statements, medical records,
privileged advice




Lost Data

Reputational

R i S k tO Fi rm Mental Health/Stress



Cost

Out of pocket

About 50k

Cybersecurity firm, and IT to rebuild

. »
.3

Downtimeé® s

1 week of 10-20%

2 week of 25% S

3 week 75%

£
4 week 100%

P \
.&} | A.* j




e MBC law was lucky
* This is a success story!!
* Be cautious and protect yourself

Conclusion

g s




Pre Breach Work - Data inventory

Internal Discussions

 Have we inventoried our data?  |s there an Incident Response (IR) Plan?
* Do we know what we have? e Does it define what an incident is?
* What data regulations are we subject to? * Does it establish a team with decision-making
* How long are we keeping it? authority?
* Where are we keeping it? e Does it define criteria for declaring an incident?
* Who has access to it? * Does it define criteria for escalation?

P
Has the data been classified: e How often is it tested?

* Who is responsible for the data? « How is it deployed?

* Do we have the ability to inventory our data in real

time and control access? * Do we have the technical solutions and expertise to

detect an incident?




Pre Breach Work - IR Team Vetting _

° H ’ 2
How to evaluate preparedness What is the team’s purpose:

* Reduce business risk to the organization

e Do we have an IR team?

* Minimize the impact of an incident on the reputation,
* Who are the key members?

* CISO
* PCl implementer * Are we providing effective support to the IR team?
e Others * Are we providing continuous training to the team and
our staff?
* Who leads the team? * Does the team have access to all business units and
e Decision-making authority groups?

* Competence e Does the IR team have access to details about vendor

* Familiarity with the Incident Response Plan

security?

* Has the IR team identified all third-party
dependencies?




Pre Breach Work - Vendor Management

Making sure the contracts are in place

* Do we have an existing relationship with an IR Do we have an existing relationship with breach
firm? counsel?
* Knowledge of network and business * Trusted partner
e Has access to previous penetration test data e Existing business knowledge
* Tabletop exercise partner e Contracts in place
Do we have an existing MSA with that firm? * Is our counsel experienced with data breach
* |nstant call issues?
e Reduced costs * Knowledge of privacy and security law
* Hours, not days in response e Skill in crisis management

* Has managed notification




QUESTIONS?




Title Platinum Sponsor

Break — Check out now

and

§:’ CPDONLINE.CA

Law ({

Return at 11:00 AM




Paralegals in Law Libraries

Michelle Lomazzo



Initial Findings from A2J Study In Rural Ontario

Neha Chugh



A

O

Self-represented litigants, legal information,
And libraries

Jennifer Leitch



Title Platinum Sponsor

LAawP RO

Silver Sponsors

Final Remarks
Thank you!

Start-up Sponsors

§3’ CPDONLINECA

Law ({

Law Society
of Ontario
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